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1. OHEHOYHBIE CPEJACTBA, COOTHECEHHBIE C INIAHUPYEMbIMHU
PE3YJIBTATAMU OBYYEHUSA ITIO AMCHUITJIMHE

Kox m HauMeHOBaHHE
KOMIIETCHIIUN

Kox 1 HamMeHOBaHMe
HHINKATOPA T0CTHIKe-
HUSA KOMIIETeHIUU

Pesyabrarbl 00yueHus
10 AUCHHILINHE

Bua arrecranuu u
OIIEHOYHBIX CPeICTB

I1K-4. Cnocoben
UHTErpUpOBaAThH
MH(POPMAIMOHHYIO
CUCTEMY C
UHPPACTPYKTYPOI
IIPENPUATHS
3aKa34yMKa, a TaKKe
y4acTBOBAaTh B €€
YCTaHOBKE, HACTPOMKE U
TECTUPOBAHUU C
HCII0JIb30BAHUEM
COBPEMEHHBIX
HHTepHeT cepBUCOB U
TEXHOJIOTUI

I1K-4.1. Uurerpupyer
HH(pOpPMaAITMOHHYIO
CHCTEMY C

uH(ppacTpyKTypOit
MPEIIPUATHS 3aKa3unKa

I1K-4.1.1. 3naet
THUIIOBBIC PEIICHUS /IS
UH(POPMAIIMOHHBIX
CHCTEM Ha MPEANPHIATUX
U B OpraHu3ammsax

Texymui KOHTPOJIb:
YCTHBIN OIPOC,
naboparopHas padora,
MIPOMEKYTOUHBIN TECT.
IIpomexxyTounas
arTecTalus: 3a4er.

[IK-4.1.1. Ymeer
UHTETPUPOBAThH
pa3zpabaThIBacMyr0
MH(OPMALIMOHHYIO
CUCTEMY B

HH(PACTPYKTYPY
MPEANPUATHS 3aKa3UMKa

Texymuii KOHTPOJIb:
YCTHBIN OIIPOC,
naboparopHas padbora,
IIPOMEXKYTOUYHBIN TECT.
IIpomexxyTounas
arrecranus: 3a4er.

I1K-4.2.
YcraHaBiuBaerT,
HAaCTpauBaeT u
TECTUPYET
MH(OPMALIMOHHYIO
CUCTEMY

[1K-4.2.1.3naer
COBPEMEHHBIE METOIbI
YCTaHOBKH, HACTPOUKHU
Y TECTUPOBAHMUS

Texymuii KOHTPOJIb:
YCTHBIN OIIPOC,
naboparopHas padora,
IIPOMEXKYTOYHBIN TECT.

WH(OPMAITMOHHBIX [TpomexxyTounHast
CUCTEM aTTeCTallUs: 3a4eT.
[IK-4.2.1. Ymeer Texymuii KOHTPOJIb:
UCIIOJIb30BaTh YCTHBIH OIpoC,

coBpeMeHHbIe IHTepHeT
CEPBUCHI U TEXHOJIOTUU
JJI1 UHTErpanuu
MH(POPMAaIMOHHBIX
cucCTeEM

nabopatopHas paboTa,
MIPOMEXKYTOUHBIH TECT.
IIpomexxyTounas
arTecTalus: 3a4eT.




2. OIEHOYHBIE CPEJACTBA JIJISI TEKYIIEIO KOHTPOJIA

2.1. Borpocsl AJI YCTHOIO OIIPoOCa

Paznen 1. BBenenue B uzydenve qucuuIuinHbl «HTepHET-CEpBUCHI»
1. OnwummmuTe opraHu3anus COBPEMEHHBIX CETEBBIX ONEPALIMOHHBIX CHCTEM.
2. HazoBurte QpyHKIIMOHAIBHBIC KOMITOHCHTHI CETEBBIX OMEPAIMOHHBIX CUCTEM.
3. Kak oprannsoBana cetb UnTepuer?
4. Kakue cymecTBYIOT PEryJIUpYIOIIMe opranbl cetu UHTepHeT?

Pasznen 2. CereBble onepalioOHHbIE CUCTEMBbI
5. Kakune MOXHO BbIAEIUTh KOMIIOHEHThI CETEBOM ONEPalliOHHON CUCTEMBI?
Yro Takoe KIMEHT-CEpPBEPHAs MOJENb B3aUMOACHCTBHS?
UYro Takoe ceTeBbIe CIYKObI U CETEBBIE PECYPCHI?
Kakue cymecTByIOT THIIBI CETEH 110 POJIsIM KOMIIBIOTEPOB?
Kakas cymectByeT KiiaccuuKanys ceTell o 0XBaTy ¥ aJJMHUHUACTPATUBHON MPUHAIJIC)KHOCTH?

©ooNo

Paznen 3. IIporokon TCP/IP
10. Onumute ctpykrypy crexka TCP/IP B coBpemennsix OC
11. Kparko onummte ceteBbie mpoTokoisl B coctaBe TCP/IP.
12. Onumure aapecanwio IP.
13. Kak paboraeT MapmpyTu3anus?
14. Yto takoe NAT, kakue ObIBaIOT TUIIBI?
15. Onuimre padoty nporokona ARP.
16. Onumute paboty npotokona ICMP.
17. Kakue CymecTBYIOT METOIbI JUATHOCTHKU U MOHUTOpHHTa coBpeMeHHbIX TCP/IP cereii?
18. Onumute Ha3HayeHue u GpyHkuuu nporokona TCP.
19. Onumure HazHaueHune U GyHKIEH poTokora UDP.

Paznen 4. OcHoBHBIE ceTeBble cepBUCH ceTr MHTepHeT
20. Kak opranusoBana cucrema umMeH DNS
21. Kakrie ”HCTpPYMEHTHI CyIIECTBYIOT Juisi AuarHOoCTUKH DNS?
22. Kak oprann3oBaH coBpemeHHbIi \Web?
23. Yro Ttakoe URL?
24. Kak pa0otaet npotokoi rnpotokoia HTTP?
25. Kakne 0w1BaroT xkoasl HT TP oTBETOB ¥ 4TO OHHM 03HAYArOT?
26. Yto takoe Cookie, may1s1 yero mpenHa3HaYCHbBI?
27. Kak oprann3zoBaHa paboTa 3JIeKTPOHHOH IMOYTHI?
28. Kakue ObIBAIOT POJIM y YYACTHUKOB PaOOTHI AIEKTPOHHOM MOYTHI?
29. JIns gero npeaHa3zHadeHsl mpotokosibl POP3, IMAP4, SMTP
30. OnumuTe popMar MOYTOBBIX COOOIIEHHH
31. Kakue cymecTByIOT TEXHOJIOTHH 3alIUTHI OT CTIaMa

Pasznen 5. JlononHuTenbHBIE CETEBBIE CEPBUCHI ceTU MIHTEpHET
32. Kak paboTaeT cHHXpOHHM3AIUS BpeMEHH 10 TPOTOKoITy NTP?
33. Onumute padoty npotokosaoB nepenauu ¢aitnos FTP u TFTP.
34. Kakue cymecTByIOT IPOTOKOJIBI MAPIIPYTH3AIUU B OOJIBIINX CETSIX ?
35. Iy uero npuMeHs0TCs BUpTyanbHble yacTHble ceTh VPN?
36. Kakwne cymecTByIOT TEXHOJIOTHH U MIPOTOKOJIBI YIAJIEHHOTO JOCTYIA U yIIPaBICHHS?

Paznen 6. O0Onaunble cCepBUCHI U TEXHOJIOTHH
37. Kak paboTaroT mpoKcH-cepBepbI?
38. Jlyis yero nmpenHa3HauCHbI CepBEpHBIE (hepMBI U 0OpaTHBIE MPOKCH?



39. Kak paboTaroT ceTu JOCTaBKH KOHTEHTA?
40. Kakue cymecTByIOT OTHOPAHTOBbIE (MMPUHTOBBIC) CETH?
41. Oowacuute nouarug laaS, PaaS, SaaS.

KpnTepml OICHKH paﬁoTLI Ha NPAKTUYCCKOM 3aHATUN

Kpurepun

MakcuMajJbHoe KOJIHYEeCTBO
0aJ1J1I0B 32 3aHATHE

YcTHbIi 0nIPOC, KOJVIOKBUYM

OCHOBHBIE TEOPETUYECKUE IIOJOKECHHS II0 BOIPOCY PACKPBITHI.
HwmeroTcs aneMeHTbl 000CHOBAaHUS BHIBOJIOB.

NmeroTcss  aseMeHTBl  cucTeMaru3aluuu  HMHGopMauuu, (QaxKTbl
MpUMEHEHHS TPOPECCHOHAIBHONW TEPMHUHOJIOTHH.

O4eBUIHO  HCIIOJIIB30BAHUE  HMCTOYHUKOB  PEKOMEHIIOBaHHOU
JIUTEPaTypBl.

5 OamIoB




2.2. Tembl J1a0OPaTOPHBIX padoT
Pasnen 1. Beenenue B uzyuenue nucuuiuinabl «MIHTEpHET-CEPBUCHI»

JIaboparopnast pabota Nel. CereBbie HacTporiku\Windows

Lenv pabomoei: VI3yuuTh HACTPOMKY M aJIMHHHCTPUPOBAHUE CETEBBIX mMapameTpoB Windows,
HAYYUThCSI UCIIOJIH30BATh PA3IMYHBIC MHCTPYMEHTHI JIJISl BHITIOJTHEHHUS CBOMX 33/1a4.

Bonpocwi 0na camonposepku:

1. Kakue CylecTBYIOT HHCTPYMEHTBI JIsl YIIPABJICHHS CETEBBIMU HacTpoiikamu Windows?

2. UYro Takoe anmaparHbIi anpec?

3. Yro Takoe IP anpec?

Paznen 2. CereBbie onepaimOHHbIE CUCTEMBbI

JIaboparopHast pabora Ne2. Hacrpoiixka TCP/IP B Windows

Llenv pabomsi: OCBOUTH HCIONB30BAHUE CPEACTB rpaduueckoro uHTepdeiica U KOMaHIHOU
ctpokn Windows it BBIOJHEHUS IMOJb30BATEIBCKUX W AJMHUHUCTPATUBHBIX 3a7a4 I10
HACTPOIKE CETETBBHIX KOMIIOHEHTOB M TapameTpoB mpotokona TCP/IP.

Bonpocwi ona camonposepku:

1. Kak u3menuts odume mapamerpsl cetd WIindows: ums u omen?

2. Kak nactpouts napamerpsl TCP/IP uepes rpaduueckuii unrepdeiic?

3. Kak nactpouts napamerpsl TCP/IP uepes cpeicTBa KOMaHIHOM CTPOKH?

4. Kakue cyIiecTBYIOT CpeICTBa JMArHOCTUKHU ceTeBbiX mpobiem B Windows?

JlaboparopHas pabota Ne3. Hactpoiika TCP/IP B Linux

Llenv pabomsi: OCBOUTH HCIONB30BAHUE CPEACTB rpaduueckoro uHTepdeiica U KOMaHIHOU
cTpoku LiNUX [uisi BBIMOJHEHUS MOJIb30BATEIbCKUX M aIMUHHCTPATUBHBIX 3a/1a4 [0 HACTPOIiKe
CEeTETBBIX KOMIIOHEHTOB M lapameTpoB mpotokona TCP/IP.

Bonpocwi ona camonposepku:

1. Kak u3MeHHTH 001IHe mapaMeTpsl cetd LinuX: umst u toMeH?

2. Kak HactpouTts napamerpsl TCP/IP uepe3 rpadgudeckuii unrepdeiic?

3. Kak nactpouts napamerpsl TCP/IP uepe3 cpencTBa KOMaHIHOM CTPOKH?

4. Kakwe CyIIecTByIOT CPEICTBa TUarHOCTUKH CETEBbIX MpodieM B Linux?

Paznen 3. IIporokon TCP/IP

JlaGoparopHas padorta Ned. Hactpoiika mapmipyru3aiuu B Linux

Llenv pabomwr: V3yunTh NpUHIMNBI pabOThl MapHIpyTH3aluyd B Linux M NOJYyYUTh HaBBIKK
HacTpoiiku multihome xocra.

Bonpocw ona camonpoegepku:

Kakast undopmarus coaepxurcs B TabnuLe MappyTH3anum?

Uto Takoe meTpuka MapuipyTa’?

Uro Takoe MeTpuka untepdeiica?

Kak cucrema npunuMaet perieHre o0 OTIpaBKe MaKeTOB?

Kakumu cpeicTBaMu MOXKHO HACTPOUTH MapIipyTu3anuo B Linux?

orwdPE

Pasnen 4. OcHoBHBIE ceTeBble cepBUCH ceTn MHTEpHET

Jlaboparopnas pabota Nel. M3yuenue pabotst DNS kinuenTa
Lenv pabomor: OcBoUTH cpefcTBa MOHUTOpPHHTA M auarHoctuku DNS kiauenta 8 Windows u
Linux.
Bonpocul ons camonpogepku:
1. Kakue cpencra Windows ucnomnb3yroTcst Uist quarHoctuku pabotsl DNS kimenTa?
2. Kakwue cpeacrBa LinUX ucmob3yroTest Aj1s fuarnoctuku pabotsl DNS kinenTa?



3. Jlnst gero npeanasHadeH ¢aiin hosts?
4. Kako#i mopsiiok nmovucka uMeH B kiaueHte DNS?

Jlaboparopnas padota Ne5. Hacrpoiika DNS ceppepa
Lenv pabomwi: Tlonyunth HaBbIKH ycTaHOBKH M Hactpoiiku DNS cepBepa Ha 0aze Windows
Server.
Bonpocwi 0na camonpogepku:
1. Kaxkwue tunsi 3anuceii ObiBator B DNS?
2. Kaxwue Tumsl 30H ObiBatoT B DNS?
3. Kak npoamarHoctupoBarh npaBmIbHOCTH HacTpoitku DNS cepsepa?

JlaGoparopnas padota Ne6. zydyenue padorsl HT TP mpoTokomna u Opay3epoB

Lenv pabomer: N3yunth padotry HT TP mportokona, u3y4uts mnporecc oOIIeHHs BeO-KIUSHTa U
BeO-cepBepa, pazodpars 3aroioBku HTTP 3ampocoB u 0TBETOB, MOTYYUTh HaBBIK MMPOJBUHYTOM
paboThI ¥ HACTPOUKHU BeO-Opay3epoB, U3yunuTh padboTy ¢ yrunuroit CURL.

Bonpocwi 0na camonposepku:

Omnwumure crpykrypa HT TP 3ampoca?

Onumure crpykrypy HT TP orBera?

Kaxkue 3aroyioBku B OTBETE HYXHBI JJIsl yCTaHOBKH COOKie?

B kakux 3aronoBka 3ampoca opaysep npeabssiser cookie?

Kakue kozpl OTBETa ¥ 3ar0JI0BKH B OTBETE MEPEHANPABIIAIOT BEO-KIUEHT Ha Jpyroi aapec?

agkrownE

JlaboparopHas padota Ne7. M3y4ueHue pabOThI JIEKTPOHHOMN TOYTHI
Llenv pabomur: llonmyduTb HaBBIKM HACTPONKH KIMEHTOB JJIEKTPOHHOW MOYTHI, H3YYUTh
CTPYKTYPY 3JICKTPOHHOTO COOOIIEHUS: 3ar0JIOBKA M Pa3iinyHbie (OpMAThl COMEPKUMOTO Tela
MUChMa.
Bonpocut ons camonposepku:
1. U3 kakux 4acteid COCTOMUT JIEKTPOHHOE COOOIIeHUE?
2. Kaxkue nmpoTOKOJIBI UCTIONMB3YIOTCS JIUIS IOCTYIA K TTOYTE U3 MIOTOBBIX MPOrpaMM?
3. B kakux 3aroiioBkax mepenaercs ajpec OTIpaBUTENS U aIpeC, Ha KOTOPHIN HY)KHO
OTIIPABJIATH OTBET?
4. Kakue 3aroj0BKHU HCTIONB3YIOTCS AJIsl yKa3zaHus popmara u mpu HeoOXOTUMOCTH KOJUPOBKH
Tena nucbma’?
5. Kak Ha3bIBaeTcs cTaHIapT, IO KOTOPOMY KOAUPYETCS JBOMYHOE COEPKUMOE B
ANEKTPOHHBIX COOOIIEHUSIX?
6. Kakue TexHOMOTHU 3alIUTHI OT ClamMa CYIECTBYIOT Ha YPOBHE MOUYTOBBIX CEPBEPOB U KaKHX
3aroJ0BKU UM COOTBETCTBYIOT?

Pasnen 5. /lononHuTenbHbIE CETEBBIE CEPBUCHI ceTr VIHTEpHET

JIaboparopHast pabota Ne8. Hactpoiika nqoctymna SSH B Linux

Llenv pabomwi: HayuanThcs HacTpauBarTh JOCTYN K cepBepy Linux mo mporokomy SSH ¢
HCIIOJIb30BaHHEM KITIOUEH.

Bonpocul ona camonpogepku:

CKOJIBKO KITFOUEH co3MaeTcs Aisl ayTeHTHPuKanua B SSH?

Kakoii kirou pasmernaercst Ha cepBepe?

Kaxkoii ki1r04 ocTaercs Ha KJIMeHTe?

B kakom karasore pazMeniaercsi 1 Kakoe uMsi UMeeT (ailil Ha cepBepe, Kyna HY>KHO
MIOMECTHUTD KJIH0U?

el oA

Paznen 6. O0naunble CepBUCHI U TEXHOJIOTHH

Jlaboparopnas padota Ne9. PaboTa ¢ 001a4HBIMU CEpPBHCAMH
Lenv pabomei: TlonyuyuTh OCHOBHBIE 3HAHUA 00 OOJAYHBIX CEpPBUCAX, UX PA3HOBUIAHOCTSIX U
MIPUHITUATIAX PaOOTHI.



Bonpocwi ona camonpogepku:

Yewm oTmmuarorc laaS, PaaS, SaaS?

Kakue ob6naunbie cepBUCH OTHOCATCS K 18aS?
Kaxkune obmaunbie cepBUCHI OTHOCATCS K PaaS?
Kakue obmaunbie cepBUCH OTHOCATCS K SaaS?

el A

MeToauuyecKue YKa3aHud K NPOBEACHUIO ﬂaﬁopaTopme p360T

enn 1a60paTOPHBIX 3aHATHIA:
1. Yruy0OneHnue u 3aKperjieHue 3HaHus TEOPETHYECKOr0 Kypca IMyTeM INPaKTUYECKOro M3y4eHUs
B JIA0OPATOPHBIX YCIOBUSAX U3JI0KECHHBIX B JIEKIIUSIX METOAOB M TEXHOJIOTHH;
2. [IpuoOpeTeHne HaBBIKOB B HAYYHOM 3KCIIEPUMEHTHPOBAHUH, AaHAJIHU3€E ITOJIyYEHHBIX pe3yJIbTa-
TOB;
3. ®opMupOBaHUE NEPBUYHBIX HABBIKOB OPTaHU3ALMHU, IUIAHUPOBAHUS U IIPOBEICHUS HAY4HBIX
UCCIICIOBAHUM.

IMopsiiok npoBeaeHusi JJa0OPATOPHOIO 3aHATHS:

1. BBogunas yacts:

— BXOJIHOM KOHTPOJIb MOATOTOBKUA 00y4aeMoro;

— BBOJHBIA HHCTPYKTAX (3HAKOMCTBO 00Y4YaeMBbIX C COJIEpP:KaHUEM IMPEACTOsIIeH paboThl, KpaT-
KU aHallu3 TEOPETUUYECKHUX TOJIOKEHUH M BBIBOJIOB, JIEMOHCTpAIUs MOJX0JI0OB K BBITIOJIHEHHIO OT-
JeNIbHBIX ONepalnii, HAOMUHAHUE O TEXHUKE 0€30MacHOCTH, MPEAYIPEXICHNE O BO3MOKHBIX OIINO-
Kax).

2. OcHOBHas 4acThb:

— IIpOBEICHHE 00yJIaeMbIM JIAO0OPATOPHON PaOOTHI;

— TeKylllee UHIMBUYyaTbHOE KOHCYIbTUPOBAHUE 00y4aeMOoro;

3. 3akitounTeNbHAs YaCTh:

— IEMOHCTpAIUs Pe3yIbTaTOB BHIIIOJTHEHHOTO 3a/IaHUS;

— 3aKJTIOYUTEIBHBIN HHCTPYKTAX (TIOJBEIEHNE UTOTOB BHITIOJIHEHHS yUeOHBIX 3a7a4, pa3oop 10-
MYIIEHHBIX OMIMOOK U BBISABICHUE MX MPUYUH, COOOIICHHUE Pe3yIbTaToB PabOThl KaXkA0r0 00ydaeMo-
ro, 0OBSIBJICHHE O TOM, UTO HEOOXOIMMO TTOBTOPUTH K CIICIYIOIIEMY 3aHATHIO).

Oco0eHHOCTH MOATOTOBKHU K NMPOBeAeHUIO JIA00PATOPHOI0 3aHATHS

[TonroroBka 1a00paTOPHOTO 3aHATUS HAYMHAETCS C U3YUEHHs] TEOPETUUYECKUX MOJI0XKEHUH, OI-
penenenusi (yTOYHEHUs) 1N U 3a7a4 JAHHOTO 3aHSTHS, BPEMEHH, BBIICIIEMOro 00y4aeMbIM JIJIs
MOJITOTOBKH.

B xome moaroroBku k JiabopatopHoil paboTe HEOOXOAMMO MOSICHUTH MPOOJIEeMaTHKy, 00beM U
cojiepKaHue J1TabOpaTOPHOIO 3aHATHSL, ONpPENeNNTh, KaKHE IMOHATHUS, ONpEAETCHUs, TEOPUU MOTYT
OLITH HWIUTIOCTPUPOBAHBI JJAHHBIM JKCIICPUMEHTOM, KAaKUC YMCHUSA W HABBIKW OOJIKHBI HpI/IO6pCCTI/I
o0y4yaeMble B XOZI€ 3aHATHS, KAKHe 3HAaHUS YTIyOUTb U pacIIUPUTh.

[Tpu 5TOM TIpenoaBaTeNto HEOOXOAUMO PEIINTh, HA KAKOM dTare 00ydeHHsl CIIeTyeT MOCTaBUTh
3ajjady O MOATOTOBKE K JIaOOpaTopHOW paboTe, KakuM 00pa3oM JOCTHUTHYTh aKTMBU3ALMM MO3HABa-
TEJIbHOU JIeATeNbHOCTH 00ydyaeMbIX. 3a/1aya Ha MOATOTOBKY K J1a00paTopHO paboTe MOKET OBITH MO-
CTaBJICHA Ha JIEKIIMH, C TAKUM BPEMEHHBIM pacueToM, 4ToObl 0OydyaeMble CMOTIIM Ka4eCTBEHHO MOJI0-
TOBHUTHCSA K ee poBeieHHI0. OJHOBPEMEHHO UM BBIIAIOTCS YUeOHO-METOANIECKIE MaTePHAITBI, HILITIO-
CTPHUPYIOIIME KPYT BONPOCOB, 3aTPAarMBaeMbIX B X0JI€ BBINOJIHEHUS Ja00paTOPHOTO 3afaHus. DTO MO-
ryT OBITh METOAMYECKHE YKa3aHUS IO COOTBETCTBYIOIIEMY KypCy, NMPE3CHTAINH, CChUTKH Ha VHTEp-
HET-UCTOYHMUKH U Jp. DTH MaTepUaibl MOT'YT OTpaXxaTb yueOHbIe BOIIPOCHI, KPAaTKHUE CBEIEHUS 10 TEO-
puun, IporpaMmy BBITIOJITHCHUS pa6OTBI, COZACPIKAHUE OTUCTA, BOIIPOCHI JJIA MMOATOTOBKHU U JIMTEPATYPY,
PEKOMEHAYEMYIO K M3YYEHHUIO U T.J. B HUX Takke cTaBATCA 337a4yd, KOTOpble 00ydaeMble JOJIKHBI
PEIuTh PH TOATOTOBKE K padoTe, B poIiecce IKCIIEPUMEHTa U TIPU 00pa0O0TKe MOTYyICHHBIX PE3yib-
TaTOB.

B xone nmoarotoBku k gabopatopHoil paboTre HEOOXOAMMO 00paTUTh BHUMaHHE 00ydarolerocs
Ha pe3yNbTaT ee BhIoJiHeHHs. Pe3ynbrar mabopaTopHOi pabOThl JOKEH OBITH YETKO CHOPMYIHUPO-
BaH, IIPUBEJCHBI KPUTEPUH €r0 JOCTH)KEHUS, IEpeYeHb MaTEepUaoB, €ro (pe3yiabTaT) WILIICTPUPYIO-



mux — (ainel, rpadUKy, CKPUHIIOTHL M T.JA. Y4Yalluiics AOJDKEH yMeTh (OpPMYJIMPOBAaTH OCHOBHBIC
BBIBOJIbI, OTMPAsACh HA TOJYyYEHHBIN Ha JJabopaTOpHO paboTe pe3ynbTar.

B oTnenbHBIX ciydasx, Ha 1a0OpaTOPHOM 3aHSATHH MOXKET OBITh NPEAyCMOTpPEHa 3alluTa BbI-
MTOJIHEHHOM PaboThlI.

IlIkaja u KpuTEepHH OlLEHKH JJA0O0PATOPHOH PadOTHI

Kpurtepun bannbl
CreneHb COOTBETCTBUS BBIIIOJTHEHHOTO 33JaHHsI IOCTABICHHBIM TPEOOBaHUIM 25
CTpyKTypupOBaHHE ¥ KOMMEHTHPOBAHHUE JIAOOPATOPHOH PabOTHI 25
YHHUKaJIbHOCTB BBIITOJHEHHOH paboThl (OTIIM4Ke OT paboT KOJLIET) 25
OTBeTHI Ha KOHTPOJIBHBIE BOIIPOCHI 25

JlaboparopHast pabora omenuBaercs mo 100 OamibHON mIKane, Oaibl TEPEBOAATCS B OIEHKU
YCIIEBAEMOCTH CJICTYIOIIUM 00pa3oM:

90 — 100 6amI0B — KOTIIMYHOY;

70 — 89 6aIoB — «XOpOIIOY;

50 — 69 6ayIoB — «yIOBIETBOPUTEIILHO;

MeHee 50 0aoB — «HEYJOBICTBOPUTEILHOY.




1.

3. OLIEHOYHBIE CPEJICTBA JJIsl IPOMEKYTOUYHOM ATTECTALIUUA

3.1. BaHK KOHTPOJIbHBIX 3aJaHUI (C YKa3aHMeM KOMIIeTeHINH)

IIpounTaiite TeKCT, BbIOEPHUTE NMPABUWIbHBINA OTBET M 3alIMIINTE APryMeHTbl, 000CHOBBIBAIO-

mue Bb100p orBera (11K4.1)

2.

Kaxkas cxema B3auMoielicTBUs peajin3oBaHa B BeOe?
A) KITMEHT-KJIUEHT

b) xnuenT-cepsep

B) cepBep-ceprep

I') onHOpanroBas

HpoanaﬁTe TEKCT, BBIﬁepI/ITe HpaBI/IJIbHI)Iﬁ OTBET U 3alIMIIUTE APryMEHTbDI, 000CHOBBLIBAIO-

mue BbIOOp oTBeTa (11K4.1)

3.

B cocraB kakoro ypoBHs BxoasT npotokosnsl TCP u UDP??
A) ceTeBoll ypOBEHb

b) npuxnanHoii ypoBeHb

B) TpancniopTHBIM ypoBEHB

I') ypoBeHb ceTeBbIX UHTEPPEICOB

IIpounTaiiTe TeKcT, BbI0epUTe NMpPaBUJIbHbIE OTBETHI U 3ANUIINTE APTyMEHTbl, 000CHOBDI-

Balouue Boi0op orBeToB (11K4.1)

4.

Kakue komMaH 1bl HCIIONB3YIOTCS AJIS1 AMArHOCTHKY C IMOMOIIbI0 TpoTokona [CMP
A) ping

b) traceroute

B) ipconfig

I') netsh

H) arp

IIpounTaiite TekcT, BbIOepuTe NPaBWIbHbIC OTBEThl M 3aAlUIIUTE APTYMEHTbI, 000CHOBBI-

Baouue Boi0op oreToB (11K4.1)

Uto U3 npuBEIEHHOTO sABisieTcs TexHonoruen VPN?
A) SSL

b) Wireguard

b) PPP

B) IPSec

I') MPLS

5. IIpounTaiite TekeT U yctaHoBuTe cooTBeTcTBUE ([1K4.1)

CormocraBbTe MPOTOKOI M ypoBeHb cteka TCP/IP

A) | TCP, UDP 1. | ypoBeHb ceTeBbIX HHTEP(DEIiCOB
b) | Ethernet 2. | ceTeBOil ypoBEeHb

B) | HTTP, SMTP 3. | TpaHCTIOPTHBIN YPOBEHB

I | IP,ARP 4, MPUKJIATHON YPOBEHB
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6. [IpouuTaiiTe TeKcT U ycTaHoBUTe cooTBeTcTBHE (I1K4.1)

ConocraBbTre AECATHUHYIO U MPE(HUKCHYIO 3aIIUCh CETEBOM MacKU

A) | 255.240.0.0 1. | /16
b) | 255.255.192.0 2. |27
B) | 255.255.255.224 3. |17
I') | 255.255.0.0 4. | /12

7. lIpoyuTaiiTe TEKCT U YCTAaHOBHUTE mocjaenoBarebHocTh (I1K4.1)

3anummre B KakoM mopsiike DNS KIMeHT ucroib3yeT HCTOYHUKH WH(POPMAIIUU TIPU Pa3pelICHHN
MUMEH OT MIEPBOTO JI0 TIOCIETHETO

A) DNS cepBep u3 HacTpoek

b) daiin hosts

B) nokanpHBIH K311

8. [IpounTaiiTe TeKCT U YCTAHOBUTE NocjenoBareabHocTh (1TK4.1)

3anmummnTe B KaKOM MOPAAKE SJICKTPOHHOC COO6H.I€HI/I6 IpoxXoauT OT OTHPABUTECIIA K ITOJIYYATCIIHO

A) MTA

b) MDA

B) MUA otnipaBuTtens
I') MUA nonyuarens

9. HpoanaﬁTe TEKCT, BblﬁepI/ITe NMpaBUWJIBbHBLIE OTBETHI U 3AlIMIIUTE aAapryMmMeHTbI, 000CHOBBI-

Balomue Bb100p oTBeToB ([1K4.1)

Kakue n3 MMPUBCACHHBIX KOJAOB COCTOSHUA 0003HAYArOT OI_I_II/I6Ky KnueHra?

A) 404
B) 301
B) 200
I) 403
1) 500
E) 504

10. pounraiite TeKcT U ycTaHoBuTe cooTBeTcTBHE ([TK-4.2)

YcTaHOBHTE COOTBETCTBHE MCKAY HWHTCPHET-CCPBUCOM H IMPOTOKOJIIAMH, KOTOPBIC B HCEM

HCTIOJTB3YIOTCS
[TpoTokon HuTepHeT-cepBuc

A) | HTTP 1. | llepenaua (aitnon

b) | NTP 2. | OOMeH JUarHOCTUYECKUMHU COOOIIEHUSIMHA

B) | SMTP 3. | Cnyx0a BpeMeHH

r) | ICMP 4. | Beb-cepBuc

) | FTP 5. | DnekTpoHHas moura
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11. IlpouuTaiiTe TeKcT, BbIOepUTe NMPABUJIbHbIC OTBEThl W 3alMIIMTE APTYMEHTHI, 000CHOBBI-
Bamoime Boioop orBeroB (I1K-4.2)

Kakue ©3 NpUBENCHHBIX MPOTOKOJIOB HCIIONB3YIOTCS Ui oOMeHa WH(popManueid Mexay BeO-
CepBEPOM U BeO-KIMEHTOM, HallpuMep, BeO-0003peBaresem.

1. IMAP

2.HTTP

3. SMTP

4. HTTPS

5. FTP

6. NTP

12. IlpoyunTaiiTe TEKCT M 3aNUIINATE Pa3BEPHYTHI 000cHOBaHHBIH oTBeT ([1K-4.2)

Nmeercst DNS-cepBep, oTBeTCTBeHHBIN (authoritative) 3a 300y company.ru. DNS-kinueHT odparui-
csl K cepBepy ¢ 3anpocom umenn mail.yandex.ru. Onumimre, Kakue HCTOYHUKA HHGOpPMALUK OyneT uc-
MOJIb30BaTh cepBep (K KOMY 0OpaTuTCs).

13. IIpouuTaiiTe TeKcT M ycTaHoBUTe cooTBeTcTBHE ([TK-4.2)

YcTaHOBUTE COOTBETCTBUE MCKOAY HHaFHOCTquCKOﬁ YTHHHTOﬁ U BBITIOJIHIEMOM Q)YHKHHGIZ.

Yrunnra OyHKIUA

A) | ping 1. | YcraHoBieHue mMyTH OT KOMITBIOTEPA JI0 IPYTOrO XOCTa B CETH

b) | traceroute 2. | llpocmotp koH(purypamuu ceTeBbiX HHTEpHEHCOB U HU3MEHEHHE
KOH(UTypaluu ceTeBbIX HHTepQeiicoB (TombKo Linux)

B) | ip 3. | Otmpagka 3anpocoB k DNS cepsepy u nmonmy4enue orsera (Linux)

I') | ipconfig 4. | IIpocMoTp W wu3MeHeHUE KOH(DUTypalli CeTeBbIX HHTEPHEHCOB H
cereBbIX ciyk0 (Windows)

J) | netsh 5. | OrnpaBka 3anpocoB k DNS cepsepy u monydenne orBera (Windows u
Linux)

E) | nslookup 6. | IIpocmotp koHpurypanuu cereBbix nuTepdeiicos (Windows)

X) | dig 7. | Ornpaeka TectoBbix ICMP 3ampocoB Ha apyroit kommbrotep (Windows u
Linux)

14. TIpounTaiiTe TEKCT H 3aNUIINTE PA3BEPHYTHII 000cHOBaHHbIN oTBeT ([1K-4.2)

BoI monmyuunm goctyn kK cepBepy, Ha KOTOPOM HYKHO TIPOBEPUTH CETEBYIO KOH(PUTYpAIIHIO, a TAKKE
MIPOBEPUTH AOCTYIMHOCTh KAKUX-THOO caiiToB B ceTu Internet. Kakumu yTunutamMu KOMaHIHON CTPOKU
BBI OyzieTe ToJib30BaThes B ciiydae Windows u Linux

15. lIpounTaiiTe TeKcT, BbIOepUTE NMPABUJIbHbIN OTBET M 3alIMIIMTE APTYMEHTbI, 000CHOBbIBAI0-
e BpI0op orBera ([1K-4.2)

Kakast ab0peBuarypa ucob3yercs st 0003HaueHHsI IPOrpaMMBbl (JIeMEHTa MOYTOBOW CHCTEMBI),
KOTOpast TOJBKO I EPEChUIAET AIEKTPOHHYIO IIOUTY, Hal[pUMep, TIOUYTOBBIHN cepBep?

A) MUA

b) MTA

B) MDA
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3.2. Ki11044 K KOHTPOJIbHBIM 32IaHUSIM

No 3amanus Bepnpsiii orBeT
b

1 Hcnonp3yercss TexHOJIOTHS "KIMEHT-cepBep': BeO-CEpBEp OXKHIAET 3ampoc OT BeO-
KJIMEHTa, HanpuMep, Opay3epa 1 0TBEYaeT Ha HTOT 3aIpoc.

B

2 Ob6a mpoTOKONA SIBISIOTCS TPAHCIOPTHBIMH TPOTOKOJAMH, TO €CTh B CTEKE
npotokosioB TCP/IP HaxoasaTCst Ha TPAHCIIOPTHOM YPOBHE
Ab
ping moceiiaer ICMP sxo-3ampockl U OXKHMIAET 3X0-OTBET, traceroute mosker s

3 TPACCUPOBKU MapLIpyTa J0 JPYroro KOMIbIOTepa HCMoib30Barh mporokon ICMP,
netsh mpeaHa3HaueH IJIsl IPOCMOTPA M CETEBBIX IAPAMETPOB U ITAPAMETPOB CETEBBI
cyx6 Windows, ipconfig — 370 yTHiauTa IUArHOCTHKH, arp MpeaHa3HaueHa Jyis
POCMOTpa U MaHuMyssiuu Tabaumeit ARP
BBI"

4 Wireguard, IPSec, MPLS — 3T0 mpoTOKOJbI ¢ IMOMOIIBI0 KOTOPBIX cTpostcs VPN,
SSL - »to pacmmpenue mnporokona HTTP mis obGecrnedenust mmdpoBaHHOTO
coenuHenus, PPP — nmpoTtokon coeauHeHus 1ByX XOCTOB.

5 A3 b1 B412

6 A4 B3 B2T'1

7 bBA

8 BABI'

AT

9 301 — e ommobka, a kox nmepenanpasienus Ha apyroid URL, 200 — kox ycnexa, KOsl
504 u 500 o6o03HauarOT OMMOKY Ha CTOPOHE CepBepa, OLUIMOKAa Ha CTOPOHE KIMEHTa
o0o3Hauvaetcs 400-Mu Kogamu

10 A4 B3 B512 /11
1,4

1 HTTP — hyper-text transfer protocol (mpoTokosn nepeaadn runepreKcTa)

HTTPS - hyper-text transfer protocol secured (3amuineHHBIA TPOTOKON MEpeaavn
THIIEPTEKCTA)

ITpu 3ampoce mail.yandex.ru cepsep B mepByro o4epeib 0OpaTUTCS K CBOEMY KOIILY.
Ecnu nadopmarust ects B Ka11e, TO OTBET OyneT u3 kama. Eciau nndopmanuu B Ka1e
HET, TO cepBep HalaeT MH(POPMALIKIO C TOMOIIIbIO PEKYPCUBHOMN MPOIETypHI:

- 00paTuTCs K OJHOMY M3 KOPHEBBIX CEpPBEpPOB, MOJIYYHUT OTBET-CCBUIKY Ha CEpBEp

12 OTBEUAIOIINM 3a 30HY I'U,

- Jajee oOpaTUTCsA K 3TOMY CEepBEpY, OTBETCTBEHHOMY 3a 30HY .IU, MOJYYUT OTBET
CCBUIKY Ha cepBep, OTBEYAONINH 3a 30Hy yandex.ru,

- 00paTUTCs K TOMY CepBeEpY, OTBEYAIOLIEMY 32 30HY YandeX.ru, U MOy4YrT UCKOMYIO
1H(}OpPMaIHIO.

13 A7B1B2T6 14 ES K3
Windows. Jlnst mpoBepkH CEeTeBBIX HACTPOEK Ucmonb3yercs yrwiura ipconfig. dms
MPOBEPKH TAONHIIBI MapIIPYyTOB HCIONB3yeTcsl yTwimta route. Jlms mpoBepku
JOCTYITHOCTH JPYIMX KOMITBIOTEPOB HCHONB3yeTcss yruinura ping u tracert. s
npoBepku mpaBuwibHOCTH paboTel DNS cepBepoB ucnonb3yercs yruaura nslookup.

14 Linux. [lns mpoBepkHM CETEBBIX HACTPOEK HCIONb3yeTcs Komanaa ip addr wim
ifconfig. Jlns mpoBepku TaOMHIBI MapIIPYTOB HCIOJIB3YeTCS YTHIMTa route wim
KoMaHfa ip route. [lyst mpoBepKU JOCTYIMHOCTH JIPYTHX KOMITBIOTEPOB HCIOJIB3YETCs
yruimTa ping u traceroute. [ns mpoBepku mpaBuibHOCTH padotel DNS cepBepor
ucnonb3yercs yruaura Nslookup wim dig.

15 b

MTA — mail transfer agent, areHT mepechbUIKM MOYTOBHIX COOOIICHHI, TO €CTh
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noutoBelii cepsep. MUA — mail user agent, moiap30BaTenbCKUii areHT, TO €CTh
MOYTOBasl MPOTpaMMa, C MOMOIIBI0 KOTOPOW IIOJIb30BaTellb YUTACT COOOLICHUS W
cocraBisier HoOBhIe coobmienus. MDA — mail delivery agent, arent mocraBku
COO00IIeHUH, KOTOpBIN IprHUMAaeT nouty oT MTA 1 momenaeT B NouTOBBIN SIIMK.

IMlkana u KPUTEPUH OLCHKU TEKYLIECT0 TCCTUPOBAHUS

Yucs10 npaBWIbHBIX 0TBETOB Onenka
90-100% mpaBUIILHBIX OTBETOB OLeHKa «OTIUYHOY
70-89% mpaBUIIBHBIX OTBETOB OneHka «xopoIo»
50-69% mpaBUIBHBIX OTBETOB OneHka «ya0BIETBOPUTEIILHO
Menee 50% npaBUIIbHBIX OTBETOB Ol1ieHKa «HEYAOBJIETBOPUTEIHHO»




